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The National Counter Terrorism Security Office (NaCTSO), on behalf of the
Assaociation of Chief Police Officers, Terrorism and Allied Matters (ACPO TAM), works
in partnership with the Security Service to reduce the impact of terrorism in the
United Kingdom by:

= Protecting the UK's most vulnerable and valuable sites and assets.

= Enhancing the UK's resilience to terrorist attack.

 Delivering protective security advice across the crowded places sector.
NaCTSO aims to:

» Raise awareness of the terrorist threat and the measures that can be taken to reduce risks
and mitigate the effects of an attack.

« Co-ordinate national service delivery of protective security advice through the CTSA
network and monitor its effectiveness.

« Build and extend partnerships with communities, police and government stake holders.

« Contribute to the development of the CT policy and advice.
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[] introduction

This guide is intended to give protective security advice to those who are responsible for
security in commercial centres. It is aimed at those places where there may be a risk of a
terrorist attack either because of the nature of the building, it's location or the number of
people who work in it. The guide seeks to reduce the risk of a terrorist attack and limit the
damage an attack might cause. It highlights the vital part you can play in the UK counter
terrorism strategy.

It is accepted that the concept of absolute security is almost impossible to achieve in
combating the threat of terrorism, but it is possible, through the use of this guidance, to
reduce the risk to as low as reasonably practicable.

Terrorist attacks in the UK are a real and serious danger. The terrorist incidents in the
Haymarket, London on Friday 29th June 2007 and at Glasgow Airport on Saturday 30th June
2007 indicate that terrorists continue to target crowded places; as they are usually locations
with limited protective security measures and therefore afford the potential for mass fatalities
and casualties. Furthermore, these incidents identify that terrorists are prepared to use
vehicles as a method of delivery and will attack sites outside London.

It is possible that your commercial centre could be the target of a terrorist incident. This
might include having to deal with a bomb threat or with suspicious items left in or around
the area.

In the worst case scenario your staff and customers could be killed or injured, and
your premises destroyed or damaged in a ‘'no warning’, multiple and coordinated
terrorist attack.

It is recognised that there is a desire to make places of work and business as accessible as
possible and to ensure there is a welcoming atmosphere within. This guide is not intended to
create a 'fortress mentality'. There is however a balance to be achieved where those
responsible for security are informed that there are robust protective security measures
available to mitigate against the threat of terrorism, e.g. protection from flying glass and
vehicle access controls into crowded areas, goods and service yards and underground car
parks.

Terrorism can come in many forms, not just a physical attack on life and limb. It can include
interference with vital information or communication systems, causing disruption and
economic damage. Some attacks are easier to carry out if the terrorist is assisted by an
‘insider® or by someone with specialist knowledge or access. Terrorism also includes threats or
hoaxes designed to frighten and intimidate. These have in the past been targeted at
commercial centres in the UK.






[] managing the risks

Managing the risk of terrorism is only one part of a manager's responsibility when
preparing contingency plans in response to any incident in or near their premises
which might prejudice public safety or disrupt normal operations.

Management already has a responsibility under Health and Safety Regulations and the
Regulatory Reform (Fire Safety) Order 2005 or in Scotland the Fire (Scotland) Act 2005 and
Fire Safety (Scotland) Regulations 2006.

Law, Liability and Insurance

There are legal and commercial reasons why your security plan should deter such acts, or at
least minimise their impact. They are:

Criminal prosecution and heavy penalties under Health and Safety laws for companies
and individuals who manage commercial centres are a real possibility in the wake of a
terrorist incident, particularly if it emerges that core standards and statutory duties have not
been met. Especially relevant to protective security in commercial centres are the specific
requirements of the Health and Safety at Work Act 1974 and Regulations made under it to
do all of the following:

= Carry out adequate risk assessments and put suitable measures in place to manage
those identified risks, even where they are not of your making and are outside your
direct control: then be alert to the need to conduct prompt and regular reviews of those
assessments and measures in light of new threats and developments.

« Co-operate and co-ordinate safety arrangements between owners, managers, security
staff, tenants and others involved on site, including the sharing of incident plans and
working together in testing, auditing and improving planning and response. The
commercial tensions which naturally arise between landlords and tenants, and
between neighbouring organisations who may well be in direct competition
with each other, must be left aside entirely when planning protective security.

« Ensure adequate training, information and equipment are provided to all staff, and
especially to those involved directly in safety and security.

= Put proper procedures and competent staff in place to deal with incidents which might
cause imminent and serious danger and/or, require evacuation of the premises.

Insurance against damage to your own commercial buildings from terrorist acts is generally
available but typically at an additional premium. Adequate cover for loss of revenue and
business interruption during a rebuild or decontamination is expensive even where available
from the limited pool of specialist underwriters. Full protection against compensation claims
for death and injury to staff and customers caused by terrorism is achievable, albeit at a cost.

With individual awards for death and serious injury commonly exceeding the publicly
funded Criminal Injuries Compensation Scheme upper limit, there is every incentive for
victims to seek to make up any shortfall through direct legal action against owners,
operators, managers and tenants under occupiers liability laws.




Business continuity

Business continuity planning is essential in ensuring that your organisation can cope with an
incident or attack and return to 'business as usual’ as soon as possible. An attack on a
crucial contractor or supplier can also impact on business continuity. You can develop a basic
plan, which can be implemented to cover a wide range of possible actions. For example, part
of the plan will cover evacuation procedures, but the principles will be generally applicable
for fire, flooding, or bomb threat incidents. This is particularly relevant for smaller operations
that may not have the resources to withstand even a few days financial loss.

The British Standards Institution (BSi) has produced a Business Continuity
Management standard - BS25999 which provides further guidance on the subject of
Business Continuity Plans.

Reputation and goodwill are valuable, but prone to serious and permanent damage if it
turns out that you gave a less than robust, responsible and professional priority to best
protecting people against attack. Being security minded and better prepared reassures your
customers and staff that you are taking security issues seriously and could potentially deter an
attack.

Do you know who your neighbours are and the nature of their business? Could an incident
at their premises affect your operation? There is limited value in safeguarding your own
premises in isolation. Take into account your neighbours' business plans and those of the
emergency services.

A number of organisations have adopted good practice to enhance the protective security
measures in and around their premises. This document identifies and complements such good
practice.

This guide recognises that commercial centres differ in many ways including, size, location,
staff numbers, layout and operation and that some of the advice included in this document
may have already been introduced at some locations.

For specific advice relating to your operation, contact the nationwide network of
specialist police advisers known as Counter Terrorism Security Advisers (CTSAS)
through your local police force. They are coordinated by the National Counter
Terrorism Security Office (NaCTSO).

It is essential that all the work you undertake on protective security is progressed in
partnership with the police, other authorities as appropriate and your neighbours, if your
premises are to be secure.

It is worth remembering that measures you may consider for countering terrorism will also
usually be effective against other threats, such as theft and burglary. Any extra measures that
are considered should integrate wherever possible with existing security.

With regard to protective security, the best way to manage the hazards and risks to your
business is to start by understanding and identifying the threats, vulnerabilities and resulting
business impact.

This will help you to decide:
« What security improvements you need to make

« What type of security and contingency plans you need to develop.



For some commercial centres, simple good practice - coupled with vigilance and well
exercised contingency arrangements - may be all that is needed.

If, however, you assess that you are vulnerable to attack, you should apply appropriate
protective security measures to reduce the risk to as low as reasonably practicable.

The following diagram illustrates a typical risk management cycle:
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Step One: Identify the threats.

Understanding the terrorist's intentions and capabilities - what they might do and how they
might do it - is crucial to assessing threat. Ask yourself the following questions:

* What can be learnt from the government and media about the current security climate,
or about recent terrorist activities? (Visit www.cpni.gov.uk or refer to the Useful
Contacts section at the back of this booklet)

« |s there anything about the location of your premises, its visitors, sponsors, contractors,
occupiers and staff, or your activities that would particularly attract a terrorist attack?

« |s there an association with high profile individuals or organisations which might be
terrorist targets?

« Do you have procedures in place and available for deployment on occasions when VIPs
attend any events at your commercial centre?

= Does your location mean you could suffer collateral damage from an attack or other
incident at a "high risk' neighbouring premises?

= What can your local Police Service tell you about crime and other problems in your area?

« Is there any aspect of your business or activities that terrorists might wish to exploit to
aid their work, e.g. plans, technical expertise or unauthorised access?

< Are the building / floor plans for your premises published or publicly available?

« Do you communicate information about the threat and response levels to your staff?
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Step Two: Decide what you need to protect and identify your
vulnerabilities.

Your priorities for protection should fall under the following categories:
= People (staff, visitors, customers, contractors, general public)
= Physical assets (buildings, contents, equipment, plans and sensitive materials)
« Information (electronic and paper data)

= Processes (supply chains, critical procedures) - the actual operational process and
essential services required to support it.

You know what is important to you and your business. It may be something tangible - for
example, the data suite where all your transactions are recorded, the IT system or a piece of
equipment that is essential to keep your business running. You should already have plans in
place for dealing with fire and crime, procedures for assessing the integrity of those you
employ, protection from IT viruses, and measures to secure parts of the premises.

Review your plans on a regular basis and if you think you are at greater risk of attack -
perhaps because of the nature of your business or the location of your premises, then
consider what others could find out about your vulnerabilities, such as:

< Information about you that is publicly available, e.g. on the internet or in public
documents

< Anything that identifies installations or services vital to the continuation of business in
your premises

= Any prestigious targets that may be attractive to terrorists, regardless of whether their
loss would result in business collapse

= You should have measures in place to limit access into non - public areas of your
premises; and vehicle access control measures into goods and service areas.

As with Step One, consider whether there is an aspect of your business or activities that
terrorists might want to exploit to aid or finance their work. If there are, how stringent are
your checks on the people you recruit? Are your staff security conscious?

It is important that your staff can identify and know how to report suspicious activity. (See
hostile reconnaissance on page 23).

Step Three: Identify measures to reduce risk

An integrated approach to security is essential. This involves thinking about physical security,
information security and personnel security (i.e. good recruitment and employment practices).
There is little point investing in costly security measures if they can be easily undermined by a
disaffected member of staff or by a lax recruitment process.

Remember, TERRORISM IS A CRIME. Many of the security precautions typically used to
deter criminals are also effective against terrorists. So before you invest in additional security
measures, review what you already have in place. You may already have a good security
regime - on which you can build.

If you need additional security measures, then make them most cost-effective by careful
planning wherever possible. Introduce new equipment or procedures in conjunction with
building work. In multi-occupancy buildings, try to agree communal security arrangements.



Even if organisations / businesses surrounding your location are not concerned about terrorist
attacks, they will be concerned about general crime - and your security measures will help
protect against crime as well as terrorism.

Staff may be unaware of existing security measures, or may have developed habits to
circumvent them, e.g. short cuts through fire exits. Simply reinstating good basic security
practices and regularly reviewing them will bring benefits at negligible cost.

Step Four: Review your security measures and rehearse and
review security and contingency plans.

You should regularly review and exercise your plans to ensure that they remain accurate,
workable and up to date.

Rehearsals and exercises should wherever possible, be conducted in conjunction with all
partners, emergency services and local authorities.

Make sure that your staff understand and accept the need for security measures and that
security is seen as part of everyone's responsibility, not merely something for security experts
or professionals. Make it easy for people to raise concerns or report observations.

IT SHOULD BE REMEMBERED THAT THE GREATEST VULNERABILITY TO ANY
ORGANISATION IS COMPLACENCY.
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[] security planning

It is recognised that for many commercial centres, responsibility for the implementation of
protective security measures following a vulnerability and risk assessment will fall on a
Security Manager within the centre, who must have sufficient authority to direct the action
taken in response to a security threat.

The manager must be involved in the planning of the premises' perimeter security, access
control, contingency plans etc, so that the terrorist dimension is taken into account. The
responsible person must similarly be consulted over any new building or renovation work so
that counter terrorism specifications, e.g. concerning glazing and physical barriers can be
factored in, taking into account any planning and safety regulations as well as the Fire Safety
Order 2005 or in Scotland the Fire (Scotland) Act 2005 and Fire Safety (Scotland) Regulations
2006.

The person responsible for security at most commercial centres should already have
responsibility for most if not all of the following key areas:

= The production of the security plan based on the risk assessment
« The formulation and maintenance of a search plan

* The formulation and maintenance of other contingency plans dealing with bomb
threats, suspect packages and evacuation and ‘invacuation’

« Liaising with the police, other emergency services and local authorities

= Arranging staff training, including his/her own deputies and conducting
briefings/debriefings

« Conducting regular reviews of the plans.

For independent and impartial counter terrorism advice and guidance that is site specific, the
Security Manager should establish contact with the local police Counter Terrorism Security
Adviser (CTSA). Most UK Police Forces have at least two CTSAs.

Your CTSA can:
» Help you assess the threat, both generally and specifically

« Give advice on physical security equipment and its particular application to the methods
used by terrorists; your CTSA will be able to comment on its effectiveness as a deterrent,
as protection and as an aid to post-incident investigation

« Offer advice and assistance with risk assessments
« |dentify vulnerabilities and advise on reducing them

« Facilitate contact with emergency services and local authority planners to develop
appropriate response and contingency plans

« Identify appropriate trade bodies for the supply and installation of security equipment

« Offer advice on search plans

13
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Creating your Security Plan

The Security Manager should aim to produce a plan that has been fully exercised, and which
is regularly audited to ensure that it is still current and workable.

Before you invest in additional security measures, review what is already in place,
including known weaknesses such as blind spots in any CCTV system.

When creating your security plan, consider the following:

« Details of all the protective security measures to be implemented including physical,
information and personnel security

« Instructions on briefing content to security staff including the type of behaviour to look
for

< Instructions on how to respond to a threat (e.g. telephone bomb threat)

« Instructions on how to respond to the discovery of a suspicious item or event

< A search plan

« Evacuation plans and details on securing the premises in the event of a full evacuation
< Your business continuity plan

< A communications and media strategy which includes handling enquiries from
concerned family and friends.

Security Managers should also be familiar with the advice contained in the Fire Safety Risk
Assessment - 'Small and Medium Places of Assembly® and ‘Large Places of Assembly"
guidance documents (available to download at www.communities.gov.uk).

Your planning should incorporate the seven key instructions applicable to most
incidents:

1. Do not touch suspicious items.

2. Move everyone away to a safe distance.

3. Prevent others from approaching.

4. Communicate safely to staff, business visitors and the public.
5

. Use hand-held radios or mobile phones away from the immediate vicinity of a
suspect item, remaining out of line of sight and behind hard cover.

o

. Notify the police.

7. Ensure that whoever found the item or witnessed the incident remains on hand
to brief the police.

Effective security plans are simple, clear and flexible, but must be compatible with any
existing plans e.g. evacuation plans and fire safety strategies. Everyone must be clear about
what they need to do in a particular incident. Once made, your plans must be followed,
other than when exceptional circumstances dictate otherwise.




[] physical security

Physical security is important in protecting against a range of threats and addressing
vulnerability.

Put in place security measures to remove or reduce your vulnerabilities to as low as
reasonably practicable bearing in mind the need to consider safety as a priority at all times.
Security measures must not compromise public safety.

Your risk assessment will determine which measures you should adopt, but they range from
basic good housekeeping (keeping communal areas clean and tidy) through mitigation
against flying glass, CCTV, perimeter fencing, intruder alarms, computer security and lighting,
to specialist solutions such as mail scanning equipment.

Specialist solutions, in particular, should be based on a thorough assessment - not least
because you might otherwise invest in equipment which is ineffective, unnecessary and
expensive.

Successful security measures require:
* The support of senior management.
« Staff awareness of the measures and their responsibilities in making them work.

« A senior, identified person within your organisation having responsibility for security.

Action you should consider

Contact your Counter Terrorism Security Adviser (CTSA) through your local police force at the
start of the process. As well as advising you on physical security, they can direct you to
professional bodies that regulate and oversee reputable suppliers.

Remember, you will need to ensure that all necessary regulations are met, such as Local
Authority planning permissions, building consents, health and safety and fire prevention
requirements.

Plan carefully - as this can help keep costs down. Whilst it is important not to delay the
introduction of necessary equipment or procedures, costs may be reduced if new changes
coincide with new building or refurbishment work.

Security awareness

The vigilance of your staff (including cleaning, maintenance and contract staff) is essential to
your protective measures. They will know their own work areas or offices very well and
should be encouraged to be alert to unusual behaviour or items out of place.

They must have the confidence to report any suspicions, knowing that reports - including
false alarms - will be taken seriously and regarded as a contribution to the safe running of
the commercial centre.

Training is therefore particularly important. Staff should be briefed to look out for packages,
bags or other items in odd places, carefully placed (rather than dropped) items in rubbish bins
and unusual interest shown by strangers in less accessible places. See Hostile Reconnaissance
on page 23.

15
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Access control

An efficient reception area is essential to controlling access, with side and rear entrances
denied to all but authorised people

Keep access points to a minimum and make sure the boundary between public and private
areas of your building is secure and clearly signed. Ensure there are appropriately trained and
briefed staff to manage access control points or alternatively invest in good quality access
control systems operated by magnetic swipe or contact proximity cards supported by PIN
verification.

See Access Control Guidance on page 29.

Security passes

Consider introducing a pass system if you do not already have one. If a staff pass system is in
place, insist that staff wear their passes at all times and that the issuing is strictly controlled
and regularly reviewed. Visitors to private areas should be escorted and should wear clearly
marked temporary passes, which must be returned on leaving. Anyone not displaying security
passes in private areas should either be challenged or reported immediately to security or
management.

Screening and Patrolling

Random screening of hand baggage is a significant deterrent that may be a suitable
protective security consideration for your premises.

The routine searching and patrolling of your premises represents another level of vigilance
covering both internal and external areas. Keep patrols regular, though not too predictable
(i.e. every hour on the hour). See Search Planning on page 37.

Traffic and parking controls

If you believe you might be at risk from a vehicle bomb, the basic principle is to keep all
vehicles at a safe distance. Those requiring essential access should be identified in advance
and checked before being allowed through. If possible, you should ensure that you have
proper access control, careful landscaping, traffic-calming measures and robust, well-lit
barriers or bollards. Ideally, keep non-essential vehicles at least 30 metres from your building.

For site specific advice and guidance you should contact your local Police Counter Terrorism
Security Adviser (CTSA).

See also Vehicle Borne Improvised Explosive Devices on page 47.

Doors and windows

Good quality doors and windows are essential to ensure building security. External doors
should be strong, well-lit and fitted with good quality locks. It should also be remembered
that glazed doors are only as strong as their weakest point - which may be the glass itself.
Doors that are not often used should be internally secured ensuring compliance with relevant
fire safety regulations and their security monitored with an alarm system. This is particularly
important where an external search / screening operation is present in order to
prevent unauthorised entry and bypassing any search regime.

« As a minimum, accessible windows should be secured with good quality key operated
locks. The police may provide further advice on improving the security of glazed doors
and accessible windows.



* Many casualties in urban terrorist attacks are caused by flying glass, especially in modern
buildings, and glazing protection is an important casualty reduction measure.

» Extensive research has been carried out on the effects of blast on glass. There are
technologies that minimise shattering and therefore casualties as well as the cost of re-
occupation.

« Anti-shatter film, which holds fragmented pieces of glass together, offers a relatively
cheap and rapid improvement to existing glazing. If you are building a new structure
and are installing windows, consider laminated glass, but before undertaking any
improvements seek specialist advice through your police CTSA or visit www.cpni.gov.uk
for further details.

Integrated security systems

Intruder alarms, CCTV and lighting are commonly used to deter crime, detect offenders and
delay their actions. All these systems must be integrated so that they work together in an
effective and co-ordinated manner.

Intrusion detection technology can play an important role in an integrated security system; it
is as much a deterrent as a means of protection. If police response to any alarm is required,
your system must be compliant with the Association of Chief Police Officers' (ACPO) security
systems policy (www.acpo.police.uk for England, Wales and Northern Ireland, and
www.acpos.police.uk in Scotland. For further information, contact the Alarms Administration
Office at your local police headquarters.

Using CCTV can help clarify whether a security alert is real and is often vital in post-incident
investigations, but only if the images are good enough to identify what happened and be
used in court.

External lighting provides an obvious means of deterrence as well as detection, but take into
account the impact of additional lighting on your neighbours. If it is carefully designed and
used, external lighting will help security staff and improve the capabilities of CCTV systems.

Remember that CCTV is only effective if it is properly monitored and maintained.

See CCTV guidance on page 31.
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